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MEMORY SUBSYSTEMS MUST ALSO SCALE. SEVERAL SOLUTIONS COMBINE STATIC

RAM AND DYNAMIC RAM BUFFERING BUT STILL HAVE MAJOR SCALING LIMITATIONS.

USING A PARALLEL ARCHITECTURE AND DISTRIBUTED MEMORY-MANAGEMENT

ALGORITHMS WITH HYBRID SRAM/DRAM IMPROVES BUFFERING PERFORMANCE. THE

PARALLEL HYBRID SRAM/DRAM MEMORY SYSTEM IS ALSO WORK CONSERVING, WHICH

IS PARTICULARLY IMPORTANT UNDER LIGHT TRAFFIC CONDITIONS.

e o o oo e Memory technologies are be-
coming bottlenecks for electronic devices
that need buffering. This fact is particularly
evident in the evolution of electronic routers,
where memory size and latency significantdy
impact the design of high-end routers.
First-generation routers used a fully shared
buffering system. For these routers, the
memory bandwidth had to be /V times faster
than the line rate, where /Vis the number of
line cards. This architecture is obviously non-
scalable when both /V and the line rate in-
crease. Second-generation routers tried to
distribute buffers into individual line cards,
thus reducing the total bandwidth required
on each memory. Crossbar technology let
router designers further reduce the required
memory bandwidth using input queuing or
combined input/output queuing.

However, router buffers must also scale
linearly with the line rate. With the ever-
increasing Internet line rate, current memory
technologies alone—namely static RAM and
dynamic RAM—can’t simultaneously satisfy
both the router buffer’s size and latency
requirements.”> SRAM is fast enough, with
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an access time of around 4 ns; however, cur-
rent fabrication technologies limit its size
to at most a few megabytes. In addition,
SRAM also requires significant operating
power. On the other hand, DRAM can be
built with a large capacity, but its typical
memory access time is around 40 ns. This
performance discrepancy might be largely
due to the fact that current memory technol-
ogies are mainly optimized for computers,
not for routers. Extensive research has
focused on designing computer buffers in
which a portion of data and instructions in
the memories is reused many times (typically
referred to as the locality property”). Rela-
tively less attention has been paid to router
buffers, where data packets are seldom reused
and each one is treated equally in terms of
processing. The locality property lets com-
puters function using a hierarchical, cache-
based buffering system, consisting of small,
fast, high-level memories (such as a register
and SRAM) and large, low-speed buffers
(such as DRAM and hard disks). However,
the locality property doesn’t hold for routers:
each packet comes into the memory (usually
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only once) and leaves sometime afterward,
never to return.

This tutorial overviews major challenges
in router buffer design and surveys some cur-
rent solutions for high-end router buffers.
These solutions have major scaling problems,
especially with regard to the increasing num-
ber of network flows. Our technique, which
uses parallelism to address the nonscalability
issue, significantly outperforms previous sol-
utions and is a promising technology for
building next-generation routers.

Challenges in high-performance
router buffers

In general, the main challenges in the de-
sign of high-end router buffers are storage
capacity, access time, and queuing scheme.

Storage capacity: How large should a router
buffer he?

The traditional rule of thumb is that for
the transmission control protocol, TCP, to
work well under network congestion, routers
must maintain a size of R77T x R where
RTT is a packet’s round-trip lifetime and
R is the line rate. This formula assumes a
single TCP flow. The flow adapts its rate
following an additive-increasing-multiple-
decreasing discipline. Appenzeler, Keslassy,
and McKeown challenged this rule, saying
that core routers could use a much smaller
buffer.’ However, disputes remain about
router buffer sizing, and vendors still want
to use the traditional rule. In fact, both
rules indicate that the size of necessary mem-
ories must scale linearly with the line rate R
Nevertheless, researchers agree that current
SRAM technology alone is insufficient and
a combination of SRAM and DRAM is
necessary for building high-end router
buffers.*°

Access time: How responsive should a router
huffer be?

When building high-performance routers,
designers must also consider the buffer’s la-
tency, or access time. Assume, for example,
a 40-byte TCP packet and a network line
rate of 40 Gbps. The buffer should be able
to accommodate a packet every 8 ns. This ac-
cess requirement falls between the capabil-
ities of current SRAM (with a latency of

around 5 ns) and DRAM (with a latency
of around 30 ns). Although it’s possible to
use multiple simultaneous accesses to a mem-
ory to increase its bandwidth, the access time
can’t be made any shorter. This fact also
indicates that although a designer might im-
prove a DRAM’s bandwidth and that the
DRAM can be large, coping with fast packet
access still requires SRAM.

Queuing scheme: How are packets
buffered in routers?

A typical router maintains multiple flow
queues, making the router buffer even harder
to build. For example, input-queued switches
rely on a virtual-output-queuing technique,
in which each input buffer maintains NV
FIFO queues corresponding to N out]puts.7
Even in output-queued switches, buffers
maintain separate queues for different flows
to support the flows’ quality-of-service
(QoS) rc:quiremc:nts.8 Although each flow
queue might follow a simple FIFO process,
queue management is a challenging task for
buffer designers, especially when using a

combination of SRAM and DRAM.

Combining SRAM and DRAM

To simultaneously meet the stringent la-
tency and size requirements for buffers of
high-end routers, a natural solution is to
combine SRAM and DRAM to exploit
their individual advantages. The basic idea
is to use the SRAM in the head and tail
for fast reading and writing, and DRAM in
the middle for buffering most packets. A
memory-management algorithm (MMA) con-
trols the packets as they shuttle between the
SRAM and DRAM. The MMA must find
a way to match the access time gap between
the SRAM and DRAM so the two technolo-
gies can work together smoothly to meet the
outside line rate requirements and provide
sufficient buffering capacities. Figure 1 shows
a generic model of such a combined SRAM/
DRAM buffer implementation.

Many such architectures and corre-
sponding MMAs have been proposed. We
categorize them into two groups: those in
which the MMA explicitly handles packet
flow information and those in which it
does not.
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Figure 1. A generic SRAM/DRAM combination for packet buffers. Two SRAMs reside
in the head and tail for fast packet reading and writing. DRAM resides in the middle for

packet buffering.

MMA with packet flow information

Router buffers must support multiple
queues, both conceptually and in practice.
A natural way to make the SRAM/DRAM
buffer shown in Figure 1 support multiple
flows is for each SRAM and DRAM to sup-
port multiple queues directly, as Figure 2
shows. The MMAs must match the latency
gap between the SRAM and DRAM so no
memory will overflow and the outside arbiter
requests can be fulfilled within a reasonable
delay.

To make the buffering system easy to an-
alyze, we assume the system maintains Q
flows, and the DRAM’s access time is &
times that of the SRAM. In practice, & can
be regarded as a constant (around 10
according to current manufacturing technol-
ogies), but Q might range from hundreds to

millions. For simplicity, we assume the
SRAM access time is one time slot, and
the DRAM access time is & time slots.

Figure 2 shows the hybrid SRAM/DRAM
memory architecture that Iyer, Kompella, and
McKeown describe elsewhere."” To match
the latency gap between the SRAM and
DRAM, this hybrid SRAM/DRAM uses an
earliest-full-quene-first (EFQF) MMA in the
tail. The EFQF MMA waits until one of
the queues in the tail SRAM reaches & packets
and then transfers these & packets as a whole
to the corresponding queue in the DRAM.
Writing & packets into the DRAM costs &
time slots. In this way, packets appear to
move through the hybrid SRAM/DRAM
smoothly.

The EFQF MMA works similarly in the
head, because hybrid SRAM/DRAM is

Tail SRAM DRAM in the center ,p packets Head SRAM
—— g W | [—m:
Arriving packets 2| sts 7] 2 5
. . |
1 b pack- 5 -
: IQ ets Q Requests
< 10 @
b packets

ECQF: Earliest critical queue first
EFQF: Earliest full queue first
MMA: Memory-management algorithm

Figure 2. The basic hybrid SRAM/DRAM architecture for packet buffers maintaining Q flows. In this architecture, SRAM
and DRAM support multiple flows directly, while the memory-management algorithm (MMA) matches the latency gap
between the two technologies.
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symmetric. Here, the EFQF MMA gathers
the outside requests into individual flow
queues until one queue reaches & packet
requests. It then transfers those & packets as
a whole from the DRAM.

Because packets and requests should wait
in the tail and head SRAM, respectively,
until the buffer accumulates & units, the
SRAM should be sized to hold these waiting
units, and outside requests might experience
a delay before being fulfilled. Iyer et al. ana-
lyzed the worst case and showed that an
SRAM size of Q(6 — 1) is sufficient for any in-
coming traffic patterns, and packets might ex-
perience a delay of at most Q(6 — 1) + 1 time
slots for any sequence of outside requests.”

March and Corbal noticed that the SRAM
size requirement in this scheme is O(Qb)
where 4 is the DRAM access time, in time
slots.” They improved the system by redesign-
ing the DRAM part. They used interleaved
DRAM technology, arguing that overlapping
multiple accesses to interleaved DRAM banks
can reduce the effective DRAM access time.
Figure 3 shows this architecture.

Here, each DRAM group has M banks
interleaved. Theoretically, you can reduce the
effective access time to the DRAM to &/ M
by pipelining accesses uniformly into all the
M banks, at the cost of additional conflict-
solving algorithms.'® Therefore, the required
size of the SRAM can be reduced to
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Figure 3. Two views of the hybrid SRAM/DRA

MMA without packet flow information

Another group of memory architectures
doesn’t explicitly consider packet flow
queues.>'" To hide the 4 times access time
gap, they distribute & write/read requests
from the SRAM to the £ DRAMs in parallel
(£ > b). Each DRAM only has one queue,
instead of Q queues.

Parallel DRAM with random access. Figure 4a
shows Shrimali, Keslassy, and McKeown’s
buffering architecture,'! which we call par-
allel DRAM with random access. The
SRAM'’s bandwidth R is matched by £ par-
allel slower DRAMs whose bandwidth is
Rib (b < k). The SRAM maintains £
FIFO queues, and each DRAM maintains
one FIFO queue corresponding to one of

the SRAM’s k FIFO queues. Note that the

g Datavﬁ

M architecture, in which M
memory banks are interleaved to reduce the DRAM'’s effective access time.

O(QbIM). k queues in the SRAM aren’t assigned to
Logical memory with rate R
Set of DRAM, 1 2 DRAM k
1 each with rate R/b /%5 [N R S S B P IR
.......... f | f | f l
| [ v v
L Aggregate b packets | De-aggregate
e Departing
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packets |, K SRAM ’ P packets
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Figure 4. Architectures using MMA without packet flow information: parallel DRAM with random access (a), and parallel

DRAM for packet with deterministic departures (b).
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flows, and £ is much less than Q. In fact,
packets from the same flow can be scattered
into any one of the £ queues. Because it’s
assumed that the scheduler in the head
SRAM knows exactly which DRAM a
packet is placed in, the scheduler can main-
tain flow information. Agrawal and Sher-
wood proposed a write-at-random MMA
to dispatch incoming packets to one of the
% FIFO queues uniformly and at random.'°
They calculated the drop probability with
the SRAM’s size and showed that this archi-
tecture can provide statistical performance
guarantees (low drop probability) to every
flow in the system with small SRAM.

Parallel DRAM for packer with deterministic
departures. Kabra, Saha, and Lin delegated
flow queue maintenance to outside schedu-
lers.® Their approach assumes that when a
packet enters the buffering system, it has a
determined departure order. The outside
scheduler decides the order, which doesn’t
change when the packet is in the memory.
Thus, the buffering requires no queue infor-
mation. We call this architecture parallel
DRAM for packet with deterministic depar-
tures. This architecture is similar to the paral-
lel DRAM with random access architecture,
except that the SRAM doesn’t maintain
queues, as Figure 4b shows.

Consider the situation of & incoming
packets. Because the MMA knows exactly
when each packet will depart, it can carefully
choose 4 of the # DRAMs to write them,
making sure that they won’t cause read colli-
sions in the future. Kabra, Saha, and Lin
proved that #> 36 — 1 DRAMs are enough

for the system to work well.®

Scaling limitations of previous solutions

Relying on an outside scheduler to maintain
flow queues—as in the parallel DRAM with
random access and parallel DRAM for packet
with deterministic departures techniques—is
impractical in most high-end routers. In fact,
to provide QoS, packets are scheduled accord-
ing to their individual flows and the departure
order can’t be decided before it’s time for the
packet to go. Next-generation router buffers
should maintain flow queue information
explicitly in the system so the various schedul-
ing algorithms can easily access it.

We base our research on the hybrid
SRAM/DRAM buffering architecture. We
notice, however, that both the SRAM size re-
quirement and packet delay in this architec-
ture is O(Qb)—that is, is linear with the
number of flows—which is obviously non-
scalable with the increasing number of
flows in today’s core networks. Iyer et al.
showed that O(Qb) is the worst case.’
Here, we show that the expected SRAM oc-
cupancy and packet delay are also O(Qb); it’s
this intrinsic limitation that makes hybrid
SRAM/DRAM nonscalable.

In particular, we consider general practical
traffic conditions, which can help us better
understand a network system. By practical
traffic, we mean that we make the following
weak assumptions about the traffic:

o All the Q flows are independent of each
other.

e Each flow is a stationary and ergodic
process.

These assumptions are reasonable and
practical, because in reality a flow source
doesn’t usually interfere with other sources.
Furthermore, the stationary and ergodic
properties are shown in nearly all types of
practical traffic, such as uniform, hot-spot,
diagonal, and even bursty traffic in the long
term. In addition, all flows don’t necessarily
have identical distributions.

To analyze the size of the SRAM required
under this practical traffic, we assume an un-
limited SRAM size and derive its expected
occupancy. We focus on the tail SRAM in
hybrid SRAM/DRAM. The EFQF MMA
receives packets from outside and puts
them in their individual flow queues in the
tail SRAM. Once a queue has accumulated
b packets, the EFQF MMA transfers the
block of & packets as a whole from that
queue to the DRAM. Based on this behavior,
we can easily derive the expected occupancy
of the tail SRAM in the hybrid SRAM/
DRAM system.

Theorem 1. The expected occupancy of
the tail SRAM in hybrid SRAM/DRAM
with EFQF MMA is at least Q(6 — 1)/2,
with incoming traffic conforming to the
aforementioned two assumptions.

Proof. The tail SRAM should be large
enough to hold the residual packets for



each of the Q flows that are still waiting for
the EFQF MMA to transfer them to the
DRAM. Suppose the EFQF MMA has run
for a sufficiently long time, and each flow 7
has p; packets that have arrived in the system,
with 1 < 7 < Q. Then we can represent each
pias p;= b x m;+ g, with 0 < g; < 4. This
representation tells us that for each flow
there are at least ¢; packets residing in the
tail SRAM, because the EFQF MMA only
transfers packets in a batch of & packets.

Therefore, the SRAM should be at least
large enough to hold these Zlelq[ residual
packets.

By rewriting >° <, g;, we get

Zil 7= Zil lalgi=1)-1
Q
+> ° lalgi=2)-2+...
Q
+ > Lalgi=6-1-(b—1)
b—1 Q N .
= 2 la=p) @

Here 14 (-) is an indicator function defined
as following:

L) = {(1)

Each g;is within the range [0, & — 1]. Be-
cause all flows are independent of each other
and each flow is stationary and ergodic, all

if x is true
if x is false

their residuals ¢; should be uniformly distrib-
uted across the interval [0, & — 1], which
indicates

E[Y 2 g =] = Q/6.0<j < b

Therefore, by taking expectations on both
sides in Equation 1, we get

Q b—1 Q N
E[Zizl‘]z} = Z]’:1 E[Zizlh(% :])]]
b—1
=Q/b-y
=Q/b-(6-(6—1))/2
=Q(b-1)/2
That is to say, to initiate a transmission, the
tail SRAM should have at least Q(6 — 1)/2

packets, which is just half of its worst-case
requirement. W

Corollary 1. In hybrid SRAM/DRAM,
the expected packet delay in the head
SRAM with the earliest-critical-quene-first
(ECQF) MMA is at least Q(&6 — 1)/2, with
outgoing traffic conforming to the aforemen-
tioned two assumptions.

Proof. Using a similar analysis, we can
see that the ECQF MMA in the head
SRAM looks ahead at least Q(6 — 1)/2
packet requests to issue a transmission
from the DRAM. Therefore, the expected
delay a packet might experience is at least
Q(6 — 1)/2 time slots. m

So, both the expected SRAM requirement
and packet delay in hybrid SRAM/DRAM
are only half of their worst-case performance
and are still on the order of O(Q4), which is

obviously nonscalable with increasing Q.

Using parallelism to scale hybrid
SRAM/DRAM

By carefully investigating operations of
the ECQF/EFQF MMA and the given
proof, we can intuit that the DRAM’s larger
access granularity increases the SRAM occu-
pancy and consequently increases packet
delay. Specifically, the DRAM’s larger access
granularity makes hybrid SRAM/DRAM
non-work-conserving. That is, packets or
requests might wait for the MMA to accu-
mulate & packets or requests in one queue.
All flows might experience non-work-
conserving behavior, and the SRAM should
hold all waiting packets or requests for each
flow. Consequently, the SRAM size or
packet delay should be proportional to the
number of flows, which is at least linear
with Q.

The major challenge in using a combined
SRAM/DRAM structure is finding a way to
match the latency gap between the two
memory technologies. Parallelism is a natural
approach for filling in latency gaps. In fact,
other researchers have used parallelism to
match the latency gap between SRAM and
DRAM.®!! However, their solutions don’t
support explicit flow queue information in
the memory system. Here, we try to build
a parallel system based on the hybrid
SRAM/DRAM with flow queue support.
Figure 5 illustrates our solution, which we

call parallel hybrid SRAM/DRAM. Basically,
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Figure 5. The parallel hybrid SRAM/DRAM system. Each of the k subsystems uses a hybrid SRAM/DRAM architecture.
However, only the DRAMs in the middle must maintain Q flow queues.
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it consists of & (> 4) parallel subsystems,
each of which is a hybrid SRAM/DRAM
structure. However, differences exist between
these subsystems and the basic hybrid
SRAM/DRAM system:

o In the subsystem in Figure 5, only the
DRAM maintains Q FIFO flow queues,
whereas each SRAM maintains a single
FIFO queue according to a packet’s
arriving order.

e DPacket transmission between the
SRAM and DRAM is in one-by-one
mode, not & packets in a batch as in
the basic hybrid SRAM/DRAM sys-
tem. That is to say, the DRAM’s access
granularity is also 1.

We designed a simple MMA for the par-
allel hybrid SRAM/DRAM system. The
round-robin SRAM/DRAM (RRSD) MMA
is fully parallel, asynchronous, and distrib-
uted in each of the £ subsystems. The algo-
rithm’s tail has two components:

o a per-flow round-robin disparcher and
e an SD transferor between the SRAM
and DRAM.

When a packet arrives at the memory sys-
tem, the per-flow round-robin dispatcher
first determines which subsystem the packet

should go into according its flow ID and
the round-robin rule. The dispatcher sends
the packet to the subsystem’s tail SRAM.
According to the round-robin rule, if a
packet is the 7th packet in a flow, it should
be dispatched into the jth subsystem, where
j = imod k. The dispatcher finishes writing
to a SRAM in just one time slot.

The SD transferor keeps transferring the
SRAM’s head packets one by one into
the corresponding flow queue in the DRAM
whenever the SRAM is nonempty. The SD
transferor completes a packet transfer in &
time slots.

The parallel hybrid SRAM/DRAM
architecture is symmetric. We can use a sim-
ilar MMA in the head part if we view the
outside requests as virtual packets and buffer
them in the head SRAM. Transferring pack-
ets from the DRAM to the head SRAM is
similar to transferring virtual packets from
the head SRAM into the DRAM. The
head MMA is the same as the tail MMA
and shares the same performance analysis.
Therefore, we analyze only the tail MMA
here.

Performance analysis and simulations
of parallel hybrid SRAM/DRAM
Parallel hybrid SRAM/DRAM is a simple

system. It maintains the flow queue informa-
tion while overcoming hybrid SRAM/DRAM’s



non-work-conserving characteristics. That
is to say, whenever the tail (or head)
SRAM contains packets (or requests), the
SD (or DS) transferor is busy transferring
packets between the SRAM and DRAM.
This will intuitively save a lot of space in
the SRAM.

In addition, the RRSD MMA is as simple
as having O(1) complexity. This is because
the parallel hybrid SRAM/DRAM is a dis-
tributed, asynchronous system, and com-
plexity is amortized into every packet. The
hybrid SRAM/DRAM system, on the other
hand, is a centralized synchronous system,
in which a central MMA determines which
queue among Q flows can be selected and
then transfers & packets from that queue
synchronously.

To see how much SRAM is needed to
make the parallel hybrid SRAM/DRAM
work efficiently, we've performed extensive
simulations comparing parallel hybrid
SRAM/DRAM with hybrid SRAM/DRAM.
In our simulations, we mainly test the
SRAM occupancy and packet delay with
regard to increasing the number of network
flows.

In all the simulations, we set & = 10 and
Q from 100 to 10,000. All simulations run

for 10° time slots, and we record the maxi-
mum SRAM occupancies and packet delays.
For comparison, we feed both hybrid

SRAM/DRAM and parallel hybrid SRAM/

DRAM exactly the same traffic in every

simulation.

In Figure 6, we set £ = b in parallel hy-
brid SRAM/DRAM and use a 100 percent
uniform traffic load. Both the SRAM occu-
pancy and packet delay in hybrid SRAM/
DRAM scale linearly with the increasing
number of flows. However, in parallel hy-
brid SRAM/DRAM, these two performance
metrics scale slowly, nearly at a speed of
O(ln Q). The results in Figure 7 are more
interesting: when we make £ a little larger,
the maximum SRAM occupancy keeps
unchanging with the increasing number
of flows.

Figure 8 compares the performance of
hybrid SRAM/DRAM and parallel hybrid
SRAM/DRAM under different traffic loads.
As Figure 8a shows, in parallel hybrid
SRAM/DRAM, the SRAM occupancy
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Figure 6. Performance of hybrid SRAM/DRAM and parallel hybrid

SRAM/DRAM with an increasing number of Q flows.

decreases dramatically when the traffic loads
decreases. However, as Figure 8b shows, in
hybrid SRAM/DRAM, the SRAM occu-
pancy keeps unchanging even under lighter
traffic loads.
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he parallel hybrid SRAM/DRAM

system’s advantages don’t come for
free. Rather, they come at the cost of a
possible packets-out-of-order problem.
That is, in a given flow, a packet might
respond to the arbiter earlier than preceding
packets, because they're dispatched into dif-
ferent subsystems and might experience
different delays. In the hybrid SRAM/
DRAM, however, all packets follow the
same route to the final arbiter, so packet
sequence is strictly maintained. Packet order
in a flow (for example, TCP) isn’t a
fundamental requirement in the Internet.
However, when designing routers, we
typically try to maintain packet order within
the router, if we can achieve this at a
reasonable cost, even though it might not
be a strict requirement. This would prove
beneficial for more advanced router
features, such as QoS and various active-
queue-management techniques. Future
work will address this out-of-order prob-
lem in the parallel hybrid SRAM/DRAM
system. HICRD
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